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Multi-factor authentication is coming — act now

As part of UCEM’s commitment to digital security you will soon be required to use multi-
factor authentication (MFA) to access your UCEM Office 365 account.

This is a more secure way for you to access your account, using a unique code generated
by an app on your smartphone, alongside your password. You might be familiar with this
approach to digital security from your online banking, for instance.

It will be rolled out to all students between Tuesday 10 October and Thursday 26
October 2023.

Multi-factor authentication will be attached to your UCEM Office 365 account ONLY. This
means you will need to use it to access your Microsoft applications (Outlook, Word, Excel,
PowerPoint, for example).

Even if you do not regularly use the version of Office 365 provided by UCEM, it is an
expectation that all students activate multi-factor authentication in order to
continue to receive and access important information sent to their UCEM email
accounts.

Activating multi-factor authentication for your UCEM account

It's important you take part in the following process in order to avoid being locked out of your
UCEM Office 365 account, and to ensure you can continue to access all your Microsoft apps
without delay or interruption.

To get your MFA up and running, you will need a smartphone or a similar device which
runs Android or Apple iOS, and which can download and run third-party applications.

The process to move over to multi-factor authentication is straightforward, but we have
provided some guidance below to help you through it step-by-step.

It is a three-stage process:

© On your smartphone, download and install the Microsoft Authenticator App (or Google
Authenticator) from the place you get your apps

@® Check for an email from UCEM, telling you that you’ve be switched over to MFA. Once
you have received this email, you will need to act to ensure you don’t get locked out of
your UCEM MS Office account at next log-in

© Enable multi-factor authentication as soon as possible after you receive the above
email (see below)
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Installing the Authenticator application
You can do this now

We recommend doing this as soon as possible so you're ready for the next stage.

Visit the App Store (iOS) or Play Store (Android) on your smartphone and download and
install the Microsoft Authenticator application.

More details about Microsoft Authenticator can be found at https://www.microsoft.com/en-
gb/security/mobile-authenticator-app

Google Authenticator can also be used for MFA; the setup process will be very similar.

Check your email account for information
We will contact you after 10 October 2023

We will contact you by email to confirm multi-factor authentication is ready on your
UCEM Office 365 account. Once we do so, please follow the steps below as soon as you can.

Enable multi-factor authentication
You can do this when we confirm MFA is ready for you

1. Navigate to https://www.office.com ~

- ,<4/— =
on your computer and select ~ _
Sign in : ~—

Office is now
Microsoft 365

The all-new Microsoft 365 lets you create,
share and collaborate all in one place wi
your favourite apps

Sign up for the free version of Microsoft 365 >

Get Microsoft 365 u

Registered Charity No. 313223


https://www.microsoft.com/en-gb/security/mobile-authenticator-app
https://www.microsoft.com/en-gb/security/mobile-authenticator-app
https://www.microsoft.com/en-gb/security/mobile-authenticator-app
https://www.microsoft.com/en-gb/security/mobile-authenticator-app
https://www.microsoft.com/en-gb/security/mobile-authenticator-app
https://www.microsoft.com/en-gb/security/mobile-authenticator-app
https://www.microsoft.com/en-gb/security/mobile-authenticator-app
https://www.microsoft.com/en-gb/security/mobile-authenticator-app
https://www.microsoft.com/en-gb/security/mobile-authenticator-app
https://www.office.com/
https://www.office.com/
https://www.office.com/

www.ucem.ac.uk

. T +44(0)118 9214696 E enquiries@ucem.ac.uk
UNIVERSITY COLLEGE Horizons, 60 Queen’s Road, Reading, RGT 4BS
OF ESTATE MANAGEMENT
2. Enter your UCEM account email
address (******@student.ucem.ac.uk) and =' Microsoft
click ‘Next’.
Sign in

Email address, phone number or Skype

No account? Create one!

Can't access your account?

Back Next

3. Ensuring you have the Keep your account secure
Authenticator app installed on
yOUr Smartphone (See Stage 1 Your organisation requires you to set up the following methods of proving who you are.

above), select Next to continue.
Microsoft Authenticator

e Start by getting the app
On your phone, install the Microsoft Authenticator app. Download now

After you install the Microsoft Authenticator app on your device, choose “Next".

| want to use a different authenticator app

Next
4. Open the Microsoft Keep your account secure
Authenticator application on your o _ _
m0b||e deVICe Your organisation requires you to set up the following methods of proving who you are.
Select ‘Add’ a new account, and Microsoft Authenticator
select ‘Other’ for type of account.
Set up your account
In your app, add an account and select "Other".
‘ Back ‘ Next
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5. Use your mobile device to , ;

scan the QR code that is shown Microsoft Authenticator

on your screen. Scan the QR code

Use the Microsoft Authenticator app to scan the QR code. This will connect the Microsoft Authenticator
app with your account.

After you scan the QR code, choose "Next".

Can't scan image?

Back Next

6. Once the QR code has

been successfully scanned, the
Microsoft Authenticator application Your organisation requires you to set up the following methods of proving who you are.
will provide a code that you will
need to enter on the screen, once | Microsoft Authenticator
entered, select Next.

Keep your account secure

Enter code
XXX XXX
Enter the 6-digit code shown in the Microsoft Authenticator app.
123456
L

e

7. At this stage you will see
confirmation that the Multifactor Keep your account secure
Authentication has been
successfully set up

and you can select ‘Done’

Your organisation requires you to set up the following methods of proving who you are.

Success!

Great job! You have successfully set up your security info. Choose “Done" to continue signing in.

Default sign-in method:

III Authenticator app
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8. You will see the option to remain signed in,
if you are on a secure private computer this can i
be a useful option to avoid re-entering your UC a\

details.
@ student.ucem.ac.uk

Select Yes or No, depending on your preference. Stay signed in?

Do this to reduce the number of times you are asked
to signin,

Don't show this again

v

A
- . i

9. On the next window, you will prompted to UC*
enter a code from the Microsoft Authenticator

Application on your mobile device. B Gstudent ucem ac.uk

If you are using a secure private computer, you Enter code

can select ‘Don’t ask again for 14 days’ to

reduce the number of times a code is requested B FIXGr 57 £O08 ORPISYNA N Ihe SUCSiemoy
for Iogin_ app on your mobile device

Select ‘Verify’ to continue.
Don't ask again for 14 days

na

Cancel Verify

The setup of multi-factor authentication for your UCEM Office 365 account is now complete.

You will be prompted to enter an access code from the Authenticator app next time you log in — or
in 14 days if you selected that option in step 9.

If you require any further assistance, please contact us via Student Central or via telephone:

UK: 0800 019 9697 (press option 2)

International: +44 (0)118 921 4696
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